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1. Introduction

1.1 Scope

This document describes the features, the software implementation and the upgrades of the Detector
Monitoring System, which, in its first implementation, was used in the control room to monitor the detector
status and to give in an easy way any information about possible problems and malfunctions.

This document describes also how to edit and work on the configuration file and how to use the various web

interfaces.

1.2 Abbreviations and Acronyms

Abbreviation/Acronym Description

DMS Detector Monitoring System
Connection Database (https://tds.ego-gw.it/ql/?c=8774 , https://tds.ego-

8 gw.it/qgl/?c=8905)

AJAX Asynchronous JavaScript And XML

CSS Cascading Style Sheets

HTML HyperText Markup Language

HTTPS HyperText Transfer Protocol Secure

GPL General Purpose Licence

PHP Pre-Hypertext Processor

Ul User Interface

W3cC World-Wide Web Council

XHTML eXtensible HyperText Markup Language
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1.3 Glossary

Term Description
Active Directory Microsoft user management service
Lightweight Directory Access Protocol
LDAP
(http://en.wikipedia.org/wiki/Lightweight Directory Access Protocol)
AJAX Browser-server asynchronous communication kit
Apache Open source web server (http://httpd.apache.org/)
Block-level HTML element
o (http://www.w3.0org/TR/html401/struct/global.html#h-7.5.4)
s Microsoft web server
Browser-side scripting language
JavaScript
(http://en.wikipedia.org/wiki/JavaScript)
jQuery Javascript library (http://iquery.com/)
JpGraph is an Object-Oriented Graph creating library for PHP >= 5.1 The
JpGraph library is completely written in PHP and ready to be used in any PHP scripts
(both CGI/APXS/CLI versions of PHP are supported) (http://ipgraph.net/).
MySQL Open source database software (http://dev.mysqgl.com/)
PHP Server-side scripting language (http://www.php.net)
Hardware gateway to send and receive SMS or MMS (reception only)
Foxbox messages using a commercial SIM card (http://www.smsfoxbox.it/).

1.4 Related documents

e The Detector Monitoring System — Authors: F.Berni, F. Carbognani, V. Dattilo, F. Gherardini, G.
Hemming, D. Verkindt - (VIR-0191A-12) - https://tds.ego-gw.it/ql/?c=9005 .
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2. Whatis DMS?

The DMS is a tool based on a set of monitoring processes providing the needed information and a WEB tool
intended to collect, further process, archive and display/notify, in a centralized way, the information regarding
the status of the ITF, the technical infrastructures, the electronics equipment, etc... This information is
displayed as a “multi cell” table, where each cell, named flag, denotes the status (codified by a color) of a
specific item.

In case of problem the system can perform several types of notification. All the various information is stored in

MySQL databases and can be retrieved through dedicated WEB interfaces.

Dmor Monltoﬂﬂfj Systam Switch to UNSHELVED page Alarmed flags list ITF STATUS

Shelved flags list
SHELVED PAGE vorg | Stop refresh Alarm Log
Switch to external view
[TL0l Fri May 28 08:46:20 2010 |IPvniadlz.10 | DMS Log

Contacts p’HELP Wiew XML files
cPs EETR | Franc No FEEEEN

Fig. 1: DMS Main page

The information is provided in a hierarchical way and with more features: by clicking on each flag a new page
displaying additional info is opened.

Some kind of efficient notifications of the event, besides the displaying on the screen, like SMS, email, or sound
has been implemented to avoid that sometime the operator may not realize in due time an event occurrence,
thus delaying the triggering of some action or to request the intervention of the on-call person.
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2.1 How does it work

There are specific monitoring tools (Moni processes, BigBrother, etc ...) which can read information from the
DAQ; these monitoring tools can perform well defined mathematical/logic operations on that data and finally
they send the output to XML files with a predefined structure.

A dedicate PHP script (named server_db.php), according to its configuration file, reads these XML files and it
translates the information written in the XML files into a MySQL database.

Another dedicated PHP script (named server_DMS.php) reads the data stored inside the db and according to its
configuration file it implements a set of functionalities and it performs all the necessary operations to fit the

requirements.

| [ Moni S1g PHP SCRIPT
' Brother server_db.php
| |Processes XML
Files ™=} + Infofrom XML files in the db
* F provider stopped build the banner and paformthe

mailbox polling notification
L
r,

—

Links , WEB interfaces to

retrieve stored information,
get further information, set
some parameters

MySGQL
database
DATA

PHP SCRIPT
server DMS.php

Alarmm Suppression

Al filtering

Alarm filkering for notifcations
Alarm notification

Text HMTL of the main page indb
DMS pictures

Fig. 2: General structure of the system.

A set of functionalities have been implemented in order to better display the information and to filter, reduce

as much as possible “false” alarm activations (see paragraph 3.3 — The DMS functionalities).
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2.2 Diagram block

Signal Filtering

=== = Big
1 Moni Brother
|| Processes

DATA

[y

email notification
mailbox polling mechanism available for
agent GRB and Supernovae from
the GCN and SNEWS

framew orks

XML
Files

Alarm pre-filtering

Aggregated flag

My SQL
database
Alarm suppression

Alarm filtering for displaying Alarm filtering for notifications

. o o filtering1: filtering:
filtering1: filtering2: filtering3: Parsistence Mute
Timedelay Depend Group

+¥
WEB GUIs to
J( dF:I?fa?)gls‘:e 0‘7 retrieve stored info

¥

Alarm Notification

To the users To the on-call

v | i

Fig. 3: Sequence of the implemented functionalities in order to have a better flag displaying and to reduce as much as

possible false alarm activations.
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As described before, the DMS is a WEB based tool having a hierarchical structure; in the main page it is

resumed all the information concerning the interferometer’s status. From the main page it is possible open

some other WEB page to get further information.

3.1 How to open and use the “Main Page”

The main page can be opened:

e from the homepage of Virgo ( http://wwwcascina.virgo.infn.it/ ) by clicking on the link “Detector

Monitoring System” (bottom left of the page);

e from the homepage of the “Detector Operation” group by clicking on the link in the bottom-right of the

page (http://wwwecascina.virgo.infn.it/DetectorOperations/index.htm).

* using the link https://pub3.ego-gw.it/itf/detOp/DMS/index DMS ShelvedVersion.php?s=&pause=0

In the main page the information is displayed as a multicell table where each cell is named flag and it denotes

the status of a specific item; the flags are grouped within specifics subsystem which are listed in the left column

of the page.

CSw=rar Suitch ta UNSHELVED
Detector Monitoring Sysizm [e== FoEp
SHELVED PAGE 20 "( retres " .
ute S

g [ 17F sTAaTus

Fig. 4: DMS main page.
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The message level is codified through a set of colors:

Flag Color Denoted State

Problem on that item; it can be the real source of the problem or it can be induced

by another item.

The problem is induced by another item.

_ At least one channel used to compute the flag has corrupted data.

At least one channel used to compute the flag is missing.

Warning on that item: it is almost outside the standard state.

Standard state.

In the header section of the main page there are complementary information about the date, the ITF step, the
ITF Mode and so on...; moreover there are links to open some other WEB pages (see paragraph 3.4- How to
use the WEB interfaces -). In case some provider is not updating the relative XML file, a text banner is added

below the header section and above the body section.

T TR —— Switch to UNSHELVED page Alarmed flags list | PLEALIEE

8 \ re [d
Detector %ﬁ{)l]]fJIJIJU 2)Siar) Stap refresh shelved flags list | | Mode: - AutoRelack: OFF
SHELVED PAGE vErD R Alarm Log U di t i Ol

- Switch to external view pgrading
[Tl Fri May 28 12:34:10 2010 |[na il 2.05 | LS Leg
Contacts / HELP View XML files 1603 h 31 mn

(20 559085265 [ Frame no EFEEEH]

Fig. 5: Header section of DMS. In this example it has been added the banner which informs that flag produced by the

PollingAgent are not updated

As described before a flag is considered as an item; each flag is constituted by subflags. The subflag can be

opened by clicking over a flag on the main page of the DMS.

3.1.1 The “Shelved” flags and the “Unshelved” version

The “shelving” is a filtering applied on the flags to remove red flags from the main page and placing them on a
dedicated "shelve" page. To see how to set the shelving filtering see paragraph 3.4.1 - How to use the “Shelving

interface” - .
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In the main page of the DMS the overall flags having some shelved subflags are pointed out by the icon: * ; the
status of the overall flag is then showed as if the shelved subflag was not present. In this case the overall flag is
defined as: partially shelved.

I e e e S O

Fig. 6a: Main Page of DMS; the flag WI_TCS_Bench is partially shelved.

In the second level section and in the DMSLog section the way to display the flags does not change in the sense
that the “Shelving” is not applied and the flags are displayed with their real status; the flags and subflags show

a message indicating their status.

Fig. 6b: DMS LevelTwo; the flag “WI_TCS_Bench” is partially shelved and the subflag “mean(Em_SETCSWI01,10) is
shelved.

In the header section of the main page of DMS there is a link (“Switch to UNSHELVED page” ) which allows to

see all the flags with their real status; also in this page the shelved flag are pointed out by the icon: *.
N O I O D

Fig. 6¢c: UNSHELVED Main Page of DMS; the flag WI_TCS_Bench is partially shelved.

In some case an overall flag can be completely shelved and in this case cannot be pointed out in the main page

of the DMS but is pointed out in the shelved page of the DMS.
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_--_—--- FTEEUR BaCkpressure

Figure 7a: Main Page of DMS

Fig 7b: UNSHELVED Main Page of DMS

Fig 7c: DMS Leveltwo; the flag GRBAlert.Alert is completely shelved..

The alarm notification is not performed if the flag/subflag is shelved.

3.1.1.1 Example figure 6

In figure 6a we are in the main page of the DMS. The flag WI_TCS_Bench is displayed as green and it is pointed
out that has some shelved subflags (as we can see in figure 6b). As all the other subflags are green the
computed status of the “shelved” overall flag is green and it is correctly displayed in the specific page (as we
can see in figure 6a). In figure 6¢c the flag is displayed with its real status meaning that the subflag are not

shelved.
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3.1.1.2 Example figure 7

In figure 7a we are in the main page of the DMS. The flag GRBAlert.Alertis completely shelved thus not

displayed on the main page. Is instead displayed in “Unshelved main page” (figure 7b).

3.1.2 “Stop refresh”

Clicking on this link in the header section you stop the refresh of the content; this means that the system (at

client-side) is frozen at the moment of the stop.

3.1.3 The Internal/External view

The “External view” allows the user to access the system from a public machine; the system is automatically
open in “external view” .

The “Internal view” allow the user to access the system from on a host that is on the Cascina network within
the firewall. This, of course, restricts access to the application and means that users wishing to gain access to it
from without the network, must first authenticate themselves at the level of the firewall.

Some WEB interfaces that can changes the system settings (Shelving interfaces, Muting interfaces) can be open

only from the “Internal view”.

3.2 How to open and use the “Level Two page”

The Level Two page has the same structure of the Main Page, the header and the main page that shows the
flags in detail: status of the flag, name of the channel monitored, thresholds and current value; it is possible to
interact with the single flag using the graphical link below its to perform the shelving/muting, to leave a

comment or to display a plot.
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D.‘m°r Mon“@r]ng 5y_—) <) | MUTE DMS [current status: NOT MUTED] ITF STATUS
& i2 Mode:

LEVELTWO PAGE - Admin M CH - AutoRelock: OFF z ([ 2011-11
v o Stop refresh DMS flag list Mot locked 1 - AutoScience: OFF Lock sequence reset
[0 Thu May 24 09:07:05 2012 |[ELoaiay Alarm Log - Horizon_NSNS AVG: 0,0

Contacts { HELP DMS {FLAG Log

[N 1021885640 [Tl 15560 Wiew XML files

20,5 > mean(Em, . TEBDCELL,10) > 18,5"
(val =20,928)

“Temperature_almost_out_of_range"
JFLERs]c]

B3]

Fig. 8: DMS Level Two page. This page is opened by clicking on the flag “Central_Building” in the main page. In this
page we can see additional info of the flag “Central_Building”. On top of this “Level Two page” the header

information are still displayed.

The WEB page can be opened by clicking over a flag on the main page of DMS; from the opened WEB page it is
possible to have additional info about the flags and clicking over the icons it is possible to reach others WEB
pages.

At this level we can see that the overall flag displayed on the main page is actually constituted by “subflags”;
each subflag shows: the signal name; the thresholds inside which the signal has a regular behavior (green flag),
a possible irregular behavior (yellow flag), an irregular behavior (red flag).

In case of irregular behavior the subflag shows also a message; this message is stated in configuration files of

the Moni processes.
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o i HH

Fig. 9: Detail of flag in the DMS level two page. We can see the subflags which constitute the main flags and all the possible

icons that allows to reach other WEB interfaces.

The subflags have also some icons and by clicking on it is possible to open other WEB interfaces that give
additional info.
Details of the icons:
N id clicking on it is possible to open a plot which show the evolution of the status (the color) of the
overall flag or the evolution of the signal of the subflags (see paragraph 3.4.4 - How to use the “DMS
Plot” -).
- clicking on it possible to open the main page of the DMSLog and the parameters are automatically
to set to search the red status of the flag in the last five days (see paragraph 3.4.5 - How to use the

“DMS Log” - ).
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- =4 this icon indicates that the flag is alarmed and it can perform the alarm notification sending an
email; keeping the mouse cursor over this icon a JavaScript tooltip is opened and it shows information
about the alarm configurations.

- [ this icon indicates that the flag is alarmed and it can perform the alarm notification sending SMS;
keeping the mouse cursor over this icon a JavaScript tooltip is opened and it shows information about
the alarm configurations.

- :] this icon indicates that the flag is alarmed and it can perform the alarm notification playing a sound
and blinking; keeping the mouse cursor over this icon a JavaScript tooltip is opened and it shows
information about the alarm configurations.

- ﬁ clicking on this icon a link we are automatically redirect to the “ITF Procedures” (https://pub3.ego-
gw.it/procedures/index.php?areaid=1); in particular we are automatically redirected to the procedure
of that flag.

If the procedure is not present the user can create it after authentication.

- clicking on this icon it is possible to open a popup-window to set shelving parameters (see
paragraph 3.4.1 - How to use the “Shelving interface” -).

- III clicking on this icon it is possible to open a popup-window to set shelving parameters (see
paragraph 3.4.2 - How to use the “Muting interface” -).

- E clicking on this icon it is possible to open a popup-window to leave a comment ( see paragraph
3.4.3 - How to use the “Comment interface” -).

- clicking on it possible to open the main page of the DMS Flag Log and the parameters are
automatically to set to search all the “events” for the flag in the last twenty days (see paragraph 3.4.6 -

How to use the “Flag Log” - ).
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3.3 The DMS functionalities

3.3.1 The “Aggregated flags” pre-filtering

It is a new flag created as a result of a logic expression among the flags. The available logic operators are
"OR","AND". The new created flag is treated as all the other flags and can have associated all the others

functionalities. The status of the new flag is computed following this multicolor truth table:

INPUT FLAG OUTPUT FLAG

Flag F1 FlagF2 F1 AND F2 F1ORF2

To know how to create an “Aggregated flag” see paragraph: 4.2.3 - How to add a new “Aggregated flag” -.

Fig. 10: Detail of the flag displayed in DMS LevelTwo section.
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3.3.1.1 Example figure 10

The flag “Delta_Eurotherm” is an aggregated flag. The subflags of the aggregated flags are actually overall flags.

3.3.2 The “Timedelay” filtering

It is a filtering to reduce the red flags activation on the main page of the DMS.

Generally it is a functionality to hold back the alarm for a fixed time, and if the signal does not return to normal
operation within that time, the alarm is activated; to know how to set this filtering see paragraph: 4.3.3 - How
to set the “Timedelay” filtering - .

In our case the alarm is a red flag; if a flag with the “Timedelay” filtering applied becomes red it is temporary
displayed as yellow in the main page of the DMS; if the alarm is continuously active during the specified set
time the flag will be displayed as red.

In the LevelTwo section the way to display the flags are displayed with their real status; the flags show a

message indicating whether “Timedelay” counting is in progress or expired.

Locking

Fig. 11a: Detail of the Main Page of DMS. Fig. 11b: Detail of the flag displayed on DMS LevelTwo
section

Fig. 12a: Detail of the Main Page of DMS. Fig. 12b: Detail of the flag displayed on DMS LevelTwo
section.
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The alarm notification is completely independent by “Timedelay”.

3.3.2.1 Example figure 11,12

The Timedelay filtering for the flag B5_Power is in progress: in the main page of DMS that page is yellow while
in DMS LevelTwo section is red and there is a message indicating this (see figure 11).
The Timedelay filtering for the flag B5_Power is expired: in the main page of DMS and also in the DMS

LevelTwo section is red and there is a message indicating this (see figure 12).

3.3.3 The “Depend” filtering

It is a filtering to reduce the red flags activation on the main page of the DMS.

It is a method to handle alarm flood; such method is based on cause-consequence analysis. This functionality
introduces alarm priorities which are represented trough different colors. The alarms which are the real cause
of the problem are displayed as red flag, the alarm which are consequence of the previous problem are
displayed as ‘semitransparent’ red flags. To know how to set this filtering see paragraph: 4.3.4 - How to set the
“Depend” filtering -.

The flag is displayed with a ‘semitransparent’ red color both on the main page of DMS and in the DMS

LevelTwo section. In this section the flag shows the dependencies.

Fig. 13a:Detail of the Main Page of DMS Fig. 13b: Detail of the flag displayed on

DMS LevelTwo section.

The alarm notification is completely independent by “Depend”.
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3.3.3.1 Example figure 13

The status of the flag CoilDrvMode depend by the status of others two flags: CoilRelay_Server and CanNet.can-

eth. Asthe two flags CoilRelay_Server and CanNet.can-eth are red the flag CoilDrvMode is displayed as pink.

3.3.4 The “Group” filtering

It is a filtering to reduce the red flags activation on the main page of the DMS.

This functionality allows grouping a set of flags with different names and different associated functionalities
inside a group. The status of the group depends by the status of the flags which constitutes that group: the
status of the group is computed as the logic “OR” between the flags. To know how to set this filtering see
paragraph: 4.3.5 - How to set the “Group” filtering -.

In the main page of DMS the group is shown as a normal flag; the flags inside the group are treated

independently. In the DMS LevelTwo section are shown the details of the group and the details of the flags

which constitute that group.

DS «n wmie man RVer  RTE W Guardins TR Semers IR RIOs
Fig. 14a: Detail of the Main Page of DM

Fig14b: Detail of the flag displayed on DMS LevelTwo section.
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3.3.4.1 Example figure 14

Laser_Bench is actually a “Group” which is constituted by two flags: Laser_Bench and Laser_Bench_ALARM.

3.3.5 The “Persistence” filtering

It is a filtering to reduce the alarm notifications.

The persistence time is a parameter which can be stated in the configuration file ( to know how to set this
filtering see paragraph: 4.3.6 - How to alarm a “flag” -). An alarm before being notified must be constantly
active (the flag must be constantly red) for this period. This parameter is completely independent from the

others filtering used to display the flags.

3.3.6 The “Muting” filtering

It is a filtering to reduce the alarm notifications.

The muting feature is uniquely applied to the alarmed flags: if alarmed flag/subflag is being muted the alarm
notification will be not executed even if the flag would have been triggered the notification. The filtering avoids
receiving useless notification. This kind of feature can be applied both at the level of overall flag and at level of

subflags. To know how to set this filtering see paragraph: 3.4.2 - How to use the “Muting interface” - .

3.3.7 Alarm notification

Once the alarm has been activated (the flag has became red) there is the possibility to notify this alarm in
different way: through MAIL, through SMS, trough SOUND, executed by loudspeaker of PC, together with
BLINKING TEXT (from black to white) of the flag on the main page of the DMS.

The first two ways are used to notify a remote user while the last one is used to notify the user from its local
PC. These three ways of notification can be stated in the configuration file of the script “server_DM.php”; see

paragraph: 4.3.6 - How to alarm a “flag” - .
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3.4 How to use the WEB interfaces

Some web interfaces have been developed to allow the user to quickly and friendly retrieve information.
These WEB interfaces can be open from the link in the header section of the “Main page” or from the icons
displayed on the subflags in the “Level Two page”.

The links on the “Main page” open the WEB interfaces with default or standard parameters and use while the
links from the subflags open the WEB interfaces with parameter set according with the subflag from which we

have opened the interface.

3.4.1 How to use the “Shelving interface”

This interface shows the flag status, the shelving/muting parameters and comments; after the standard Active
Directory authentication the user can modify the shelving start and stop time, the trigger (grey, red or all) and

leave a comment.

Flag : MC_Building_aALARM Logged in as Gherardini Fabio Logout

Flag: MC_Building_aALA&RM
Flag current status:

Subflag: "26 > mean(Em..TERDMCO1,10) > 18"

Subflag : mean(Em.. TEBDMCOL,10) Current setting: NOT SHELVED
Sublag current status: mm * gelect UTC start: l:l
Comment already left: il * Select UTC stop: l:l

* Select Trigger: fAl| i+

* Leave a comment:

CLICK HERE TO SHELVE THE SUBFLAG

1 N.B. To shelve the subflag you will be redirect in internal network and you will have to perform the login
using your Active Directory account!

Fig. 15a: The shelving interface. This page can be see Fig. 15b : The shelving interface. After Active Directory
by everyone (no login is necessary) and it shows authentication the user can act on the shelving settings.
detailed info about the subflag: This part can be reached only from “Internal view”.
“mean(Em.. TEBDMCO01,10)
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3.4.1.1 Setting “Shelving” parameters

The shelving parameters can be set only by dedicated WEB interfaces. There two way to open these dedicated
WEB interfaces:

- by clicking on the icon which appears at the level of subflag.

- from the “DMS Flag list” ( https://pub3.ego-

gw.it/itf/detOp/DMS/web interfaces/ShelveMute/shelved list.php ) WEB interface by clicking on the

button on the interested flag/subflag. (to know how to use this interface see paragraph: 3.4.8

- How to use the “DMS Flag List” -).

3.4.1.2 How to “shelve a flag”

Once you have the form of figure 15b you must fill the field “UTC start”, “UTC stop” and select the “Trigger”.
The field “UTC start” specifies the time start of the shelving; the field “UTC stop” specifies the time stop of the
shelving and the “Trigger” specifies the status of the flag which triggers the shelving. The trigger can be RED
(the shelving is triggered if the flag is red or semitransparent red), GREY ( the shelving is triggered if the flag is
grey), ALL (the shelving is triggered if the flag is red or semitransparent red or grey).

The section “Comment” it is to leave a comment on the reason why the flag has been shelved.
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Flag: TurboPurmps Example:
Subflag: "To_BS..P51_POWER < 250"

- Flag: TurboPumps

Current setting:
This flag has been shelved from 12-0ct-2012 17:14:26UTC to 17-0ct-2014 17: 14 26UTC)

by Pasqualetti antonio, ;I'he trigger is ALL, . - 5ubf|ag: To_BSPSlPOWER<250
The left comment was: " out for adv upgrade " .
* Leave a comment on the reason why you unshelve this flag: - UTCstart: 12-Oct-2012 17:14:26
- UTC stop: 17-Oct-2014 17:14:26
- Trigger: ALL

In this example the subflag

* gselect UTGC start: l:l

* Select UTC stop: l:l
* select Trigger: [A = are between the UTC start and UTC stop

To_BS..P51:POWER<250 is shelved if we

" teave a comment: and if the subflag is RED or GREY. The

reason of the shelving is reported in the

comment: “out for adv upgrade”
P8

Fig 15c: The shelving interface

3.4.1.3 How to change “Shelving” setting and how to unshelve a flag

Once the parameters are set they can be changed from the same form filling the fields “UTC start”, “UTC stop”
and selecting the “Trigger” with new parameters.

The flag can be unshleved by clicking on the button “Unshelve”.

3.4.2 How to use the “Muting interface”

This interface shows the flag status, the shelving/muting parameters and comments; after Active Directory
authentication the user can see the alarm configuration, modify the muting settings (start and stop time, etc...),

and leave a new comment.
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Flag : MC_Puilding_ALARM

Flag current status:

Subflag : mean(Em.. TERDMCO1,10)

Sublag current status: Unshelved

Comment already left:
2011-08-19 17:31:10 =
The OMS has been unmuted by Bernd Francesco

test completed

2011-08-19 17:29:16

The OMS has been muted from 2011-08-12 15:29:00 [UTC] fo 2011-08-19 16:29:00 [UTCT by
Bernl Francesco

this is test

2011-08-19 17:24:03 j

CLICK HERE TG MUTE THE SUBFLAG |
1 N.B. To mute the subflag you will be redirect in internal network and you will have to perform the login

using your Active Directory account !

Fig. 16a: The muting interface. This page can be see by
everyone (no login is necessary) and it shows detailed info
about the subflag: “mean(Em.. TEBDMCO01,10) .

3.4.2.1 Setting “Muting” parameters

The muting parameters can be set only by dedicated WEB interfaces. There two way to open these dedicated

WEB interfaces:

I.N.F.N.

Instituto Nazionale di Fisica Nucleare

Logged in as Gherardini Fahio Logout

Flag: MC_Building_ALARM
Subflag: "26 > mean{Em. TEBDMCOL,10) > 18"

Current setting: NOT MUTED

CURRENT ALARM CONFIGURATION
SET AT THE LEVEL OF THE OVERALL FLAG IN THE CONFIG FILE)

'Tyjl Reciplent persi(sst)xnce Delay hEthePs)Z notifications| Number of Ir:;r::fsi:;ann is to be
D] crEraTION_MALL| 200 0 1

j OPERATION_SMS 200 &0 1

=i 120 30 1

* gelect UTC start: l:l*
* Select UTC stop: I:l*

* Leave a comment:

Figure 16b: The muting interface. After Active Directory
authentication the user can act on the muting settings.

This part can be reached only from “Internal view".

- by clicking on the icon B which appears at the level of subflag.

- from the “DMS

gw.it/itf/detOp/DMS/web interfaces/ShelveMute/shelved list.php ) WEB interface by clicking on the

Flag list” ( https://pub3.ego-

button on the interested flag/subflag (to know how to use this interface see paragraph: 3.4.8 -

How to use the “DMS Flag List” -).

3.4.2.2 How to “mute a flag”

Once you have the form of figure 16b must fill the field “UTC start”, “UTC stop”. The field “UTC start” specifies

the time start of the muting; the field “UTC stop” specifies the time stop of the muting

The section “Comment” it is to leave a comment on the reason why the flag has been muted.
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3.4.2.1 How to change “muting” setting and how to unshelve a flag

Once the parameters are set they can be changed from the same form filling the fields “UTC start”, “UTC stop”

The flag can be unmuted by clicking on the button “Unmute”.

3.4.3 How to use the “Comment interface”

This interface shows the flag status, the shelving/muting parameters and comments; after authentication the

user can leave a new comment.

Logged in as Gherardini Fabio Logout

Flag : MC_Building_aALARM
Flag current status:

Subflag : mean(Em..TEBDMCO1,10)

Sublag current status: Unshelved

Comment already left:

2011-08-19 17:31:10 =
The DMS has been unmuted by Berni Francesco
test completed

2011-08-19 17:29:16

The DME has been muted from Z011-08-19 15;29:00 [LTC] to 2011-08-18 16:29:00 [UTC] by
Berni Francesco

this is test

2011-08-19 17:24:03 LI

Leave a comment

SAVE

Fig. 17: The comment interface. After Active Directory authentication the user can leave a comment..

This part can be reached only from “Internal view”

The comment can be left only by dedicated WEB interface that can be open by clicking on the icon E which
appears at the level of subflag. Once you have the form of figure 17 you have just to fill the textarea with the

text and then click on the button “SAVE”.
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3.4.4 How to use the “DMS Plot”

The plot shows the evolution of the status (the color) and the signal of the flag; the background color follows
the color of the flag; there is the possibility to interact with the plot: change the duration, zoom/unzoom the

axis and save the image.

) MC_Building, mean{Em..TEBDMCO01,10) - Mozilla Firefox

Lﬁiﬁ https: ffalserverl 3. virgo infn.ititf idetOp/DMS/DMSPlotfva/frame_DMSPlot. php?isSubflag=12id=241&name_flag=" ]

View last: [5min] [20min] [1d] [1wezk] [stoprefresh] [ Enable image saving
[FresetZ80M] [ [ ] [# ] [# S ¥ Enable image zoom [

MC_Building, wmean{Ew,,TEEDMCO1,10)

2.8 i
2.3 .
21.8 _
1.3 _

20.8 P

9:18 13:18 17:18 21:18 1:1@ 9:18 9:18
uTC

203l ]

This is a new version still under development/debug H. 1f you experience any kind of problem
click here ﬁ to go to the previous version. Comments and suggestion to ¥.Dattilo or F.Berni.

Fig. 18: DMS Plot. This page shows the evolution of the signal “mean(Em..TEBDMCO01,10) which is a subflag of the
flag MC_Building. The background of the plot reproduce the evolution of the color of the subflag.

The plot can be open by clicking on the icon #  which appears at the level of subflag.

3.4.4.1 How to zoom the plot

There are three different ways or three different possibilities to zoom the plot:

3.4.41.1 XY ZOOM:

A. Put the mouse cursor above the plot and inside the x,y axis; the designed area in which it is possible to
perform an x-y zoom is denoted by a crosshair mouse cursor.
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B. Click and release the left mouse button
C. Start to draw the dark, opaque figure; this will set the X and Y values.

D. To zoom the original figure click and release the left mouse button

View last: [Smin] [30min] [1d] [ 1week] [ stop refresh] B 2011-11-05 34:11] [ UTC stop = 2011-11-08
[ Reset ZOOM ] [ [ ] [ ] [ SR ? | s e Z00 T sf#-] [ Unzoom ALL ]

WE_Vert, mean{S5a_WE_Lvdt¥Tot_50Hz.10)

4211

4011 |

3811 |

3611 |

311 |

3211 |

3011 |

2811 i i i i i I |
11316 11316 11315 11314 11314 11313 11:12 11:12
utc

utc

Fig. 19a: the user starts to perform a zoom on a Fig. 19b: the plot zoomed on the desiderated area.

desiderated area (grey opaque rectangle).

The zoom is executed only if the desiderate area is higher than [50px]X[50px].
It is possible to reset the zoom after the first click just putting the mouse cursor above the button [RESET

ZOOM] .

3.4.41.2 XZ00M

A. Put the mouse cursor above the plot and inside the x axis and below the y axis; the designed area in
which it is possible to perform an x zoom is denoted by a ew-resize mouse cursor

B. Click and release the left mouse button

C. Start to draw the dark, opaque figure; this will set the X values.

D. Tozoom the original figure click and release the left mouse button
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View last: [Smin] [30min] [1d4] [ 1week ] [ stop refresh ] E 2011-11-0 115] [ UTE stop = 2011-11-08
[ Reset ZOOM ] [ [& 1 [ 1 [ ] e A [ Unzoom aLL] &
WE_VYert, mean(Sa_WE_Lvdt¥Tot_S50Hz.10)

4z1Z

4012

81z |

3612

3412

3212 |

3012

2812 i i i i I i I
11:25 11:24 11194 11194 11:23 11:23 11192 11:22
utc

Fig. 20a: the user starts to perform a zoom on a desiderated Fig. 20b: the plot zoomed on the desiderated area.

area (grey opaque rectangle).

The zoom is executed only if the desiderate area is higher than [50px]X[50px]
It is possible to reset the zoom after the first click just putting the mouse cursor above the button [RESET

Z00oM].

3.4.41.3 YZOOM

A. Put the mouse cursor above the plot and inside the Y axis and on the left of the x axis; the designed
area in which it is possible to perform an x zoom is denoted by a ew-resize mouse cursor

B. Click and release the left mouse button

C. Start to draw the dark, opaque figure; this will set the Y values.

D. To zoom the original figure click and release the left mouse button
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“view last: [5min] [20min] [1d] [ lweek ] [ stop refresh |
[ Reset ZOOM ] [ [ 1 [ 1 [+ =1 B

WE_Vert, mean{Sa_WE_lLvdtVTot_50Hz,10)

I.N.F.N.

Instituto Nazionale di Fisica Nucleare

ZDOMED VIEW [ UTC

[-Rex

3829

1 [+

59] [ UTC stop = 2011-11-10 11:29:19

[ S [ Unzoom aLL ] @

WE_Vert, mean(Sa_WE_LvdtVTot_50Hz.10)

4212 |
3729 |
q012 | !
3629 |
3812 |
3525 |

ez 3428 |

a1z | i

3ziz | 3279

3012 | 3120 |

2812 i i i I I i i 3029 I i i i I I |
11:29 11:29 11329 11:29 11:29 11:29 11:29 11129 11129 11329 11:29 11:29 11129 11129 11129 11129
uTc uTtc

Fig. 21a: the user starts to perform a zoom on a desiderated Fig. 21b: the plot zoom on the desiderated area.

area (grey opaque rectangle).

The zoom is executed only if the desiderate area is higher than [50px]X[50px].

It is possible to reset the zoom after the first click just putting the mouse cursor above the button [RESET

Z00M] .

3.4.4.2 How to unzoom the plot

Clicking on the button [Unzoom ALL] you can unzoom the plot.

The buttons [Unzoom Y], [Unzoom X] are not yet active.

3.4.5 How to use the “DMS Log”

The “DMS Log” interface allows retrieving the DMS pictures specifying also some search criteria; the detail
search provides a variety of searchable options. These have been tailored in such a way as to produce easily
manageable and modifiable result sets.

It can be open:

- from the link

“DMS Log” on the header section

(https://pub3.ego-

gw.it/itf/detOp/DMS/web interfaces/DMSLog/vl/DMSLog.php

- by clicking on the icon M which appears at the level of subflag.
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=

Inspection time Search criteria g

Inspect Last @ Duration |5 days ¥ - The pictures are stored in ' pisplay all the pictures Select subsystem [ 1ot cpeciiod 5 ]7]

~ UTC start l— no more than 5 days of ‘Inspection time"

data; select subsystem status [0t specilicd ~la
" GPS start - The pictures are made

every 5

Select fl; -

B electflag AL |
© GPS stop Select flag status ||t specii=d =la
[SENDJRESET SEARCH FORM

11 This is a test version under debugging; to open the previous version click here 1! For comments and,/or suggestions you can send an email to: DMS at ego-gw.it

DMS Log a

a circular buffer containing present in the specifed

Requested searching
Inspection ime --> * GPS start: 1021454238; * GPS stop: 1021986238; * LT start: 2012-05-19 11:17:04 ; * LT stop: 2012-05-24 11:17:04;
Search critera --3> Display all the pictures present in the specifed 'Inspection time"

Displaying records [1-36] of 1393 that meet your selection (total inspected records: 1575)
1| 2| 3] 4] 5| 6] 7| 8] 9] 1011 [12[13[14[15[16 |17 [18[19[20|21 |22 |23 |24]|25 26|27 |28 293031 323334353637 (3839 |

#1 - GPS: 1021865965 - LT: 2012-05-24 11:12:31 (216733) #13 - GPS: 1021882253 - LT 2012-05-24 10:10:39 (218721) #25 - GPS: 1021876519 - LT 2012-05-24 09:08:25 (216709)
#2 - GPS: 1021885654 - LT: 2012-05-24 11:07:20 (216732) #14 - GPS: 1021881936 - LT: 2012-05-24 10:05:22 (218720) #26 - GPS: 1021878216 - LT: 2012-05-24 09:03:24 (218703)
#3 - GPS: 1021865351 - LT 2012-05-24 11:02:17 (216731) #15 - GPS: 1021881631 - LT 2012-05-24 10:00:17 (218719) #27 - GPS: 1021877898 - LT: 2012-05-24 05:56:04 (216707)
#4 - GPS: 1021885047 - LT: 2012-05-24 10:57:13 (216730} #16 - GPS: 1021881330 - LT: 2012-05-24 09:55:16 (218718) #26 - GPS: 1021877596 - LT: 2012-05-24 08:53:02 (218706)
#5 - GPS: 1021864743 - LT 2012-05-24 10:52:09 (216729) #17 - GPS: 1021881010 - LT 2012-05-24 09:49:56 (218717) #29 - GPS: 1021877295 - LT: 2012-05-24 0§:46:01 (216705)
#6 - GPS: 1021884424 - LT: 2012-05-24 10:46:50 (216728) #16 - GPS: 1021880689 - LT 2012-05-24 09:44:35 (218716) #30 - GPS: 1021876992 - LT: 2012-05-24 08:42:58 (218704)
#7 - GPS: 1021864101 - LT: 2012-05-24 10:41:27 (216727) #19 - GPS: 1021880372 - LT 2012-05-24 09:39:19 (218715) #31 - GPS: 1021876687 - LT 2012-05-24 0§:37:53 (216703)
#8 - GPS: 1021883798 - LT: 2012-05-24 10:36:24 (216726) #20 - GPS: 1021880052 - LT: 2012-05-24 09:33:58 (218714) #32 - GPS: 1021876381 - LT: 2012-05-24 08:32:47 (218702)
#9 - GPS: 1021863495 - LT 2012-05-24 10:31:21 (216725) #21 - GPS: 1021579748 - LT 2012-05-24 09:28:54 (218713) #33 - GPS: 1021876063 - LT 2012-05-24 0§:27:29 (216701)
#10 - GPS: 1021883192 - LT: 2012-05-24 10:26:18 (215724) #27 - GPS: 1021873444 - LT 2012-05-24 09:23:50 (218712) #34 - GPS: 1021875761 - LT: 2012-05-24 08:22:27 (218700)
#11 - GPS: 1021682675 - LT 2012-05-24 10:21:01 {216723) #23 - GPS: 1021879142 - LT 2012-05-24 09:18:48 (218711) #35 - GPS: 1021875449 - LT: 2012-05-24 05:17:15 (216699)
#12 - GPS: 1021882556 - LT 2012-05-24 10:15:42 (218722) #24 - GPS: 1021878839 - LT 2012-05-24 09:13:45 (218710) #36 - GPS: 1021875146 - LT: 2012-05-24 08:12:12 (218693)

Fig. 22: DMS Log opened from the link of the “DMS Main page”. As we can see no search criteria are set and the

system displays by “default” the last pictures.

The possible searchable areas are:

Start Time: to restrict the searching of the snapshots starting from the specified time;

Time Inspection: to express how much time forward (Duration) or backwards (Inspect Last) starting
from the Start Time;

Search Criteria: to looks for specific status of the Subsystems/Flags in the image of all photos in the
database

Subsystem: to specify a subsystem to be searched

Flags: to specify flag/flags to be searched

Status: to specify the status of the previously selected subsystems/flags
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11 This is a test version under debugging; to open the previous version click here !! For comments and /or suggestions you can send an email to: DM$ at ego-gw.it

DMS Log @

Inspection time Search criteria

& Inspect Last @ Duration |5 days :l' - The pictures are stored in I Display all the pictures select subsystem |1ot specified =l

a circular buffer containing present in the specifed

¢ UTC start no more than 5 days of 'Inspection time'

data; Select subsystem status [0 speciion ~la
¢GPS start l— - The pictures are made

every 5

Select fl l— -

¢ UTC stop l— electflag |Ce_Building J H
¢GPS stop select flag status |RED j
[SENDJRESET SEARCH FORM

Requested searching
Inspection time -->> * GPS start: 1043316500; * GPS stop: 1043748500; * LT start; 2013-01-27 11:08:06 ; * LT stop: 2013-02-01 11:08:06;
Search criteria --> * subsystern: Mot specified; * subsystern status: Mot specified; * flag: Ce_Building: * flag status: RED:

Displaying records [1-36] of 1399 that meet your selection (total inspected records: 1533}
1] 2] 3| 4] S| & 71 8] 91 100101213 [14]15| 16|17 |18|19 20|21 |22 |23 |24 | 25|26 |27 |28 |29 |30 |31 32|33 |34 |35 |36 |37 |38 |39

#1 - GPS: 1043748186 - LT 2013-02-01 11:02:54 (2893582) #13 - GPS: 1043744535 - LT 2013-02-01 10:02:01 (289370) #25 - GPS: 1043740857 - LT 2013-02-01 09:00:43 (289358)
#2 - GPS: 1043747884 - LT: 2013-02-01 10:57:50 (289351) #14 - GPS: 1043744226 - LT: 2013-02-01 09:56:52 (289369) #26 - GPS: 1043740551 - LT 2013-02-01 08:55:37 (289357)
#3 - GPS: 1043747578 - LT: 2013-02-01 10:52:44 (259380} #15 - GPS: 1043743914 - LT: 2013-02-01 09:51:40 (289368) #27 - GPS: 1043740246 - LT 2013-02-01 08:50:32 (289356)
#4 - GPS! 1043747271 - LTt 2013-02-01 10047137 (289379) #16 - GPS! 1043743605 - LTt 2013-02-01 09:46:31 {289367) #28 - GPS! 1043739942 - LT 2013-02-01 08:45:26 (289355)
#5 - GPS: 1043746963 - LT 2013-02-01 10:42:29 (289378) #17 - GPS: 1043743303 - LT: 2013-02-01 09:41:29 (289366) #29 - GPS: 1043739638 - LT 2013-02-01 08:40:24 (289354)
#6 - GPS: 1043746662 - LT 2013-02-01 10137128 (289377) #15 - GPS: 1043742995 - LT 2013-02-01 09:36:21 (289365) #30 - GPS: 1043739332 - LT 2013-02-01 08:35:16 (289353)
#7 - GPS: 1043746355 - LT 2013-02-01 10:32:21 (289376) #19 - GPS: 1043742694 - LT: 2013-02-01 09:31:20 (259364) #31 - GPS: 1043739030 - LT 2013-02-01 08:30:16 (289352)
#6 - GPS: 1043746054 - LT: 2013-02-01 10:27:20 (289375) #20 - GPS: 1043742383 - LT: 2013-02-01 09:26:09 (289363) #32 - GPS: 1043738722 - LT: 2013-02-01 08:25:08 (289351)
#9 - GPS! 1043745748 - LT 2013-02-01 10122114 (289374) #21 - GPS! 1043742075 - LTt 2013-02-01 09:21:04 {259362) #33 - GPS! 1043738421 - LT 2013-02-01 08:20:07 (289350)
#10 - GPS: 1043745447 - LT: 2013-02-01 10:17:13 (289373) #22 - GPS: 1043741773 - LT: 2013-02-01 09:15:59 (289361) #34 - GPS: 1043736117 - LT 2013-02-01 08:15:03 (289349)
#11 - GPS: 1043745145 - LT: 2013-02-01 10:12:11 (269372) #23 - GPS: 1043741470 - LT: 2013-02-01 09:10:56 (289360) #35 - GPS: 1043737808 - LT 2013-02-01 08:09:54 (289348)

Fig. 23: DMS Log opened from a subflag. The search criteria is automatically set and the system displays the last pictures

that match the search criteria automatically set (in this case fla: Ce_Building in red status).

The bottom part of the page lists info about the DMS pictures i.e.:
#1 - GPS: 1043748188 - LT: 2013-02-01 11:02:54 (289382)

where:
- #1:itis a counter;
- GPS: 1043748188: it is the GPS of the picture;

- LT:2013-02-01 11:02:54: it is the local time of the picture;

(289382) : it is the id of the picture. Clicking on it is possible to open the picture;
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MUTE DMS [current status: NOT MUTED] ITF STATUS
Mode: - a: nt( 2011-11-09 58
vers - OFF Lock sequence reset
Nodlocied : o ¢
Contacts [ HELP ! Log 10801 h 50 mn
Automation Alp_Host Alp_Servers StorageDataFlow test_please_jgnore
LinkValves * TowerServers TurboPumps * SerolPumps * | TubePumps | Pressure |  BackPressure * Compressedair | 1S00N
MC_Building Dead_Sensor Env_hosts
External Eny_aADCs %
UPS_TB UPS_MC * UPS_NE UPS_WE ACS_MC ACS_COB Generator
Olserver ADCTET4 DAQ Storage WEB_App DAQ_Host RIO_temp

Fig. 24: Picture of the “DMS Main page”. This has been opened by clicking on the picture id of the figure 23. This picture

represents a kind a snapshot of the “DMS Main page” taken at a certain time.

" delta(Em. TERDCEDL,300) > Le-CE"

"21.5 > mean(Em. TEBDCEOL,L0) > 189"
(Val =1
Shelied Subag

“daltam, EBDIELLI00; >
(val =0.01)
Sheved Susflag

Vil =
shehed Subflag

“ms(Em_ACI0CEDL13) < 0.4"
(73l =0.2438026)
Shelied Subflag

ms(Em_HABDC30L40) < 15"
(val =1,0397%)
Shelved utflag

“delta(Em, TEBDCI2L,300) > 08"
(vel =0.01]
Shelued Subag

"4  mean(Em. TERDCEDL 10) > 18"
(vd =)
shelied subflag

"24 > mezn(Em. TERDZEZ1,10) > 18"
(val =21,899)
Shelved Subflag

70 % rrean(Em, ALBOCEDS, 1
(Val =59.512)
sheved 3usflag

70 > mear(Em HUBDCEIZ;L0) > 25"
(3l =63.89)

70 > mear (Em, HUBDCED4,10) > 25"
(¥al =56.25)
Shelued Subag

MC_Building

MC_Buiding

msE_GEDMGOL,13) < 0,35

23,3 > mean(im., EBDMCOL,10) » 24,3
(val =18.11. (Vel =0.0320548)

“delta(Em TEBDNCOL.300; > 1e-08"
(val =18.11) Val =01,

(vl =.01)

Fig. 25: Picture of the “DMS Level Two”. This has been opened by clicking on the flag of the figure 24; the hierarchy it is still

present. This picture represents a kind a snapshot of the “DMS Level two page” taken at a same time of the one of the
“DMS Main page”.
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3.4.6 How to use the “Flag Log”

The “Flag Log” page shows all the DMS events: events mean changing of a flag/subflag status, alarm
notification, shelving/muting and comments ordered by time.

Through the section on the left it is possible to set some search criteria; the detail search provides a variety of
searchable options. These have been tailored in such a way as to produce easily manageable and modifiable
result sets.

It can be open:

7

- from the link “Flag Log on the header section (https://pub3.ego-

gw.it/itf/detOp/DMS/DMS FlagsLog/v7/indexl1.php)

- by clicking on the icon which appears at the level of subflag.
The possible searchable areas are:

- DMS: in this section are listed in an hierarchy way the DMS subsystems, flags and subflags which
constitutes the whole DMS. The user can restrict the log of the events to some specified subsystem,
flag or subflag.

- Event: in this section are listed all the possible DMS events.

o [B=4: email notification;
o] EJ sound notification;
o [:.sms notification;
o EIIEM: the comment left for a flag
o] : the flag/subflag has became green;
o] : the flag/subflag has became grey;
o] _: the flag/subflag has became red;
: the shelving setting has been applied to a flag/subflag;

o

(o] m: the shelving setting has been removed (by the user or automatically expired) to a
flag/subflag;
: the muting setting has been applied to a flag/subflag;

(@)
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o MELLINELE: the muting setting has been removed (by the user or automatically expired) to a
flag/subflag;
The user can restrict the log of the events to some specified event.

- Time: section to restrict the time inspection of the vents.

~ DMS B DMS FLAG LOG &
¥ Automation
¥ # Environment

¥ # Infrastructures
¥ ¥ Servers Displaying 50 record of ..oc.oeeeeeereeens

ey _| 2012-05-24 0911 Servers | Delta_Eurotharm Delta_Euratherm_1
dacuum

W+ 7]
M ¥ OLD_FLAGS ]
¥ OLD_SUBFLAGS

EVENT TIME [UTC] SUBSYTEM FLAG SUBFLAG LINKS

_] 2012-05-24 03111 Servers Delta_Euratherm

2012-05-24 07127” Infrastructures

o

EN

V¥ EVENT @
= Al g Connent |
FEEE el e

color persistence: | 3005 ~ H
) Shelved Jigfunshelved]

rd  Muted Wl Unmuted _] 2012-05-24 04:53 Delta_Eurtherm

TIME f :
& Inspect Last _] 2012-05-24 04133 Delta_Euratherm

Duration Ign_lm
UTC start I—
GPS start I _] 2012-05-24 03111 Delta_Eurotherm
UTC stop I— [ To_l

] 2012-05-24 03:10 BackPressureTo -'I:n-_-PR..G41
GPS stop l— -

[SENDJRESET SEARCH FORM

S T N S TS ST N S ST N

- - - T T T

o]

_] 2012-05-24 04:11 Delta_Euratherm

i T TS S |

Last update

Fig. 22: DMS Flag Log opened from the link of the “DMS Main page”. As we can see all search criteria are set and the
system displays by “default” all the last event.

In case of alarm notifications, shelving/unshelving, muting/unmuting or comment the user can click on the icon
to open a new window which shows further information about the event and links to reach specified DMS WEB

interfaces al “DMS Alarm log”, ...
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T DMS @ DMS FLAG LOG
71 scrollPumps

# TubePumpsNorth
P

/¥ TubePumps West TIME [UTC] SUBSYTEM SUBFLAG

| 2013-01-231 0%:06 Wacuurn

¥ Pressure

[ # BackPressureTo

¥ 71 BackPressureTu

[ Tu_Nz.&22
¥ Tu_N3.Gz22
[ Tu_N4..G22
¥ Tu_Ns..&22
¥ Tu_wz.G22
W Tu_waz.Gz2
W Tu_w4. G2z
W Tu_ws.Gz2
W Tu_we. Gz2

[T # ComprassedAir

[ # Chamber_1500N -

Imk! H -
¥ EVENT |

FER rd FH FIEIDE

7] 7] ~ I

color persistence: lm H

(4 Sheived Relinshelved

gl Muted W=l Unriuted |

TIME H b .

& Inspect Last . Y_

& Duration Wlm i . ;_awu
¢ UTCstart I— _ R T
 GPSstart Ii T
 UTCstop I—

Fig. 15: DMS Flag Log opened from the flag BacPressureTu.. The search criteria is automatically set and the system

displays all the last events of that flag.

3.4.7 How to use the “Alarm Log”

The “Alarm Log” interface allows retrieving notification events providing information about actual/past alarm
configuration and all the notification’s details as: recipient, notification message, etc.

It can be open from the link “Alarm Log” on the header section of the main page (https://pub3.ego-

gw.it/itf/detOp/DMS/web interfaces/AlarmLogs/v2/logAlarms2.php).

The detailed search provides a variety of searchable options; these have been tailored in such a way as to

produce easily manageable and modifiable results sets. The possible searchable areas are:

Notified alarms;

- Configuration of the flags read from configuration file;
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- Inspect last notifications;

11 This is a test version under debugging; to open the previous version click here 11

Alarms Log =

Search for: Alarmed flag / Notified Alarms Inspection time

[ALL (click here to change selection) & Inspect Last & Duration [; [agys ~ I” search in all records
 UTC start l—
£ GPS start l—
£ UTC stop l—

£ GPS stop l—
[SENDNRESET SEARCH FORM

2 notifications of Env_Chan [ 2 #J 1in the specified time period

# ¥iew alarm configurations

# View notified alarms

10 notifications of EuroTherm [ 4 =4 106 ﬁj 1in the specified time period

I Hide alarm configurations

ConfID | Configured at (LT) Type Recipient Persistence | Subsequent delay betwieen other notifications | Number of times alarm is to be notified
B2 2011-04-19 11:1:1 7 m QOPERATION_MAIL 00 &0 1
873 2011-04-19 11:1:1 7 | ANY LOUDSPEAKER 1z0 30 1

I Hide notified alarms

MNotID | ConfID Subflag - Flag - Provider MNotification sent at Recipient Number of alarm text
notifications

960163 273 IMAC.HE_Loop_Z_Main_PV 2012-05-23 18:07:54 ANV LOUDSPEAKER 1 B

960168 | 872 TMAC.HE_Lonp_2_Main_P4 2012-05-23 18:21:10 OPERATION_MAIL 1 * 21 = IMAC.NE_Loop_2_Main P4 > 10"; w=21.2
"PW_out_of_the_espected_range"

F60152 a7z IMAC.MCL_Loop_2_Main_PY 2012-05-22 16:16:26 AMY LOUDSPEAKER 1

Fig. 28: DMS Alarm Log.

After having choose the desired area and then clicking on the button "SEARCH" a list of alarm notification and
configuration is displayed. The actual alarm configurations are in bold, they have the background white and
they are noted with the signature (in use); Instead, the past alarm configurations have the background grey. A
legend is used to denote the kind of notifications: red text means email notification, blue text means SMS
notification, grey text means sound notification. The field Notld is the notification index while the field ConfID
is the alarm configuration index.

The result of the search is a list of alarm notification and configuration. The alarm configuration section shows
the actual configuration, denote by the signature (in use) and the list of the old configurations.

The notified alarm section shows all the notifications ordered by the time related to the flag.
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3.4.8 How to use the “DMS Flag List”

This interface lists all the flags and for each flag we can have information about alarm configurations (if
present), shelving status, and muting status.

It can be open from the link “Alarm Log” on the header section of the main page (https://pub3.ego-

gw.it/itf/detOp/DMS/web interfaces/ShelveMute/shelved list.php)

Detect@? F;WDIJ}EUI]I_! ) ;/, tarn) Logged in as Gherardini Fabio Logout

|Ex‘pand All || Caollap=e all H Reﬁesh| See all flags | DMS log  Alarm log  Mail Notification of shelve/mute changes  List of flags you can shelve/mute

Show/hide alarm types: M g rERF 4 Help:
Mote that if you disable the display of SMS alarm, but the flag is also alarmed by mail, the flag (and all its alarm types) will be showed. LEGEND TL;'::::]}'SE“ FOR:
rMute all :

select kind of alarm tomute: ¥ £ ¥ B # i 'T” SMS will be sent to the

= onca
From| jure () =4 an email will be sent ta the
Short comment: oncall
LUt < & sound will be played on the
DMs
CORRESPONDING MUTED ICONS:
Commit Disable all rules B

-lAutumatiun
L mALp_HosT

L E‘A|P75EEVVETS NOT ALARMED, MOT SHELVED

L BTEsT
-|Va|:uum
L Hlinkyalves J & , NOT SHELVED

L B TowerServers NOT ALARMED, PARTIALLY SHELVED

L ®TUBESERVERS

L ETurboPumps P=X | </, PARTIALLY SHELVED
L To_PBS..P51_POWER
L To_MIL..P71_POWER
KB ‘Chahge settings or unshelvel
L To_WI. PS1_POWER
P=X | < , NOT SHELVED

L To_PR.P51_POWER
y » NOT SHELVED

L To_IB.PS1_POWER
G
L To_OB..PS1_POWER
b= J & + NOT SHELVED

L To_MC..PS1_POWER

Automation  Vacuum  Environment  Infrastructures Servers‘

» NOT SHELVED

Fig. 29: DMS Flag List
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3.4.8.1 Example figure 30

In the following example the flag “test_please ignore” is alarmed to perform SMS notification; the subflag

“Alp_Testl_..DM_flag” is muted. To see the mute setting you have to click on the button

|k""EW mute 59tt|n|;|5| and after authentication you get the form shown in figure 16.

The information about the muting is also shown in the LevelTwo section of the DMS.

-|Autumatiun

L BHalp_ServersLatency NOT ALARMED, NOT SHELVED
Haln Servers NOT ALARMED, NOT SHELVED
HALp_HosT
HAUTORELOCK

L

L

L

L HTimeout ararmen g@i , NOT SHELVED
L BHorizanTF aLarMED $=g «ff [ , NOT SHELVED
L
L
L

HCALINOISE
HCALICHECK

Etest_please_ignaore aLarmen , NOT SHELYED

L &lp_Testl..OM_flag - -
ALARMED H’ NOT SHELVED |She|ue| |'v'|ew mute settings

L &lp_Testl..0M_flag2
ALARMED [E , NOT SHELYED

Yiew mute 59tting5|

Figure 30a: a section of the WEB page “DMS Flag list”". By clicking on the button on the line of the

subflag Alp_Testl..DM_flag you can get the same form shown on the right side of figure 16b.

Figure 30b: DMS Level two. As we can see the page shows that the subflag Alp_Testl..DM_flag is muted; by clicking on

the icon III you can open the form shown on the right side of the table of figure 16b.
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3.4.8.2 Example figure 31

The flag “Modulation” is partially shelved; as we can see only one of the two subflag is shelved. To change the

|Char‘u;|e settings or un5he|ue|

shelving setting you have to click on the button and after authentication you

get the form shown in figure 15.

The information about the muting is also shown in the LevelTwo section of the DMS.

L BBMS

L ElModulation NOT ALARMED, PARTIALLY SHELYED
L mean(Bs, MOD_EO_Ms,30)

NOT ALARMED, NOT SHELVED

L mean(Bs. MOD_EO_M14,30)

NOT ALARMED, SHELVED |Change settings or unshelve
FROM 17-Auc-2010 09:59:12UTC 1o 25-0c1-2010 09:59:12UTC

L "ewist(Mf, MF30_Fmod)
NOT ALARMED , NOT SHELYED
L ®In_RIOs

|Change settings or unshelve

Figure 30a: a section of the WEB page “DMS Flag list”. By clicking on the button on

the line of the subflag Bs..MOD_EO_M14 you can get the same form shown on the right side of figure 15.

Figure 30b: DMS Level two. As we can see the page shows that the subflag Bs..MOD_EO_M14 is muted; by clicking on the

icon you can open the form shown on the right side of the table of figure 15.
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3.4.9 How to be notified in case Muting/Shelving changes

This interface allows the user to set the flags for which wants to be notified in case of shelving/muting changes;
this interface can be open after Active Directory authentication and using the link “Mail notification of

shelve/mute changes” on top of the page of “DMS Flag list”.

3.4.10 How to get a procedure to perform in case of red flag

By clicking on the icon ﬁ which is shown in LevelTwo section, you are automatically redirect to the “ITF

Procedures” (https://pub3.ego-gw.it/procedures/index.php?areaid=1); in particular you are automatically

redirected to the procedure of that flag.

3.4.11 How to know which is the real information written in the XML files

As described in the previous chapters the ‘input’ data are read from specific files having the information
formatted following the XML structure; this interface allows choosing the input file and reading the content of
that file.

It can be opened by clickihng on the link “View XML files” ( https://pub3.ego-

gw.it/itf/detOp/DMS/web interfaces/XML files/index.html ) on the “Header section” (see figure 5 of

paragraph 3)
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FILE

bbdata.php
QcAlignmentData.php
QcAlLPFlagsData.php
QcDetectionData.php
QcEnvironmentData.php
QcExtrigalertData.php
QcInfrastructuresData.php
QcInjectionData.php
QclLockingData.php
QcMonitoringWebData.php
QcOPData.php
QcServersData.php
QcSuspensionsData.php
QcSuspensionsEBData.php
QcSuspensionsShortData.php
QcTCSData.php

QcVacuumData.php

I.N.F.N.

Instituto Nazionale di Fisica Nucleare

FILE: /opt/MonitoringWeb /olweb /html/itf /qcmoni/V5 /data/QcAlignmentData.php

<?php

sumistr = << <XML

<?xml version="1.0" standalone="yes"?>
<Qc_Alignment:

<qcheader:>

<qctitlex>Qc_Alignment quality flags< fqctitle:
<qcflag_value>16384< fqcflag_value=
<qcflag_color>#FF2222< fqcflag_color:>
<qc_oplink>Qc_alignment_OP.html< fqc_oplink:
< qcitfstate_color> #CCFFCC< fqcitfstate_color:>
<qcitfstate_value>=0< fqcitfstate_value >
<qcframe_number>22601< fqcframe_number:
<qcframe_time>Mon May 24 15:05:30 2010< fqcframe_time>
<qcframe_gps>958748745< fqcframe_gps>
<qgcframe_latency>2.32< fqcframe_latency >
<qcframe_overallflag>0x4000< fqcframe_overallflag:>
< fqcheader>

<qcsubflag:>

<flag_name:Ali_PR< fflag_name:
<flag_level=0< fflag_level:>
<flag_section>Qc_Alignment< fflag_section:
<flag_wvaluex0=< fflag_value:

<flag_status>0< /flag_status:>

< fqcsubflag:>

<qcsubflag:>

<flao name>Ali BS</{flaa name:>

Fig. 32: Content of the file provided by the process AliMoni; as we can see the information is formatted following the XML

format.

4. Working on the configuration files

4.1 Who can work on these files

Only the expert people can edit and work on these files.

4.2 Editing server_db.php configuration file

The structure of the config file is the following:

<config>

<param>bbdata BigBrother DEAD(600) EMAIL(OPERATION
<param>QcAlignmentData AliMoni DEAD(120) EMAIL(OPE
<param>QcALPFlagsData ALPDMS DEAD(600) SMS(OPERATI

SOUND(302,1,120,30)</param>

_MAIL,1,120,60) SOUND(302,1,120,30)</param>
RATION_MAIL,1,360,60) SOUND(302,1,120,30)</param>
ON_SMS,1,120,60) EMAIL(OPERATION_MAIL,1,120,60)
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<param>QcTCSData TCSMoni DEAD(120) SMS(OPERATION_SM S,1,900,60) EMAIL(OPERATION_MAIL,1,360,60)
SOUND(302,1,120,30)</param>

<param>QcVacuumData VacuumMoni DEAD(120) SMS(OPERA  TION_SMS, 1,900,60) EMAIL(OPERATION_MAIL,1,360,60)
SOUND(302,1,120,30)</param>

<af name="Delta_Eurotherm">

<af_channel>@Delta_Eurotherm = (@Delta_Eurotherm_1 #AND @Delta_Eurotherm_2);</af_channel>
<af_comment>"Eurotherm server could be stuck";</af _comment>
<af_subflags> Delta_Eurotherm_1 Delta_Eurotherm_2 </af_subflags>

</af>

</config>

4.2.1 How to add a new “XML file Provider”

It is the section delimited by the tags <param>; the syntax used to add a new “XML file provider” is the

following:

<param>FileName ProviderName DEAD(y) MAIL(a, b, c, d, X) SMS(a, b, ¢, d, x) SOUND(e, b, c, d)
</param>

Where:
- FileName: it is the name of the XML file.
- ProviderName: it is the name of the process which generates the XML file.
- DEAD(y): it is a keyword and it used to set time to declare the provider as dead; this time (expressed in
seconds) it is specified by the parameter y written between the brackets.
- MAIL(): it is a keyword to alarm the provider by mail notification;
- SMS(): it is a keyword to alarm the provider by SMS notification;
- SOUND(): it is a keyword to alarm the provider by sound notification;
The alarm notification is performed if the provider remains dead for the persistence time; to know how to

proper alarm a provider see the paragraph below.

4.2.1.1 Example 1

<param>QcExtrigAlertData PollingAgent DEAD(600) EMA IL(OPERATION_MAIL,1,360,60)
SOUND(302,1,120,30)</param>

If the GPS written in QcExtrigAlertData it is not updated for more than 600s the system considers the provider

PollingAgent as dead and it shows this information by a red banner displayed on top of the main page of the
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DMS (see figure 5). The flags generated by Polling agent are then displayed as grey. A notification by mail and

by sound of the fact that the process is not anymore updating the flag is also performed.

4.2.1.2 Example 2

<param>QcTCSData TCSMoni DEAD(120) </param>
If the GPS written in QcTCSDA it is not updated for more than 120s the system considers the provider TCSMoni

as dead and it shows this information by a red banner displayed on top of the main page of the DMS. The flags

generated by TCSMoni are then displayed as grey.

4.2.2 How to alarm a “Provider”

A specific “Provider” is alarmed stating in the row delimitated by the tags <param> </param> the following
keywords:

- EMAIL(a, b, ¢, d, x)

- SMS(a, b, c, d, x)

- SOUND(e, b, c, d)

where:

- a: is the recipient (see paragraph 11: - Managing alarm recipients -). There is the possibility to state

more than one recipient; each recipient must be separated by %.

- b:is the number of times alarm is to be notified.

- c:isthe persistence time.

- d:is the subsequent delay between other notifications.

- x:isan optional parameter and it is additional text to add to the notification message

- e:isthe name of the file to be sounded.

4.2.2.1 Example 1

<param>bbdata BigBrother DEAD(600) EMAIL(OPERATION_ MAIL,1,120,60) SOUND(302,1,120,30)</param>
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4.2.2.2 Example 2

<param>QcEnvironmentData EnvMoni DEAD(120) SMS(OPER ATION_SMS,1,900,60) EMAIL(OPERATION_MAIL,1,360,60)
SOUND(302,1,120,30)</param>

4.2.3 How to add a new “Aggregated flag”

It is the section delimited by the tags <af name="AggregatedFlagName”>; the syntax used to add a new

“Aggregated flag” is the following:

<af name="AggregatedFlagName ">
<af_channel>@ AggregatedFlagName = (@Flag_1 #Logic Operator @Flag_2);</af_channel>
<af_comment>"TextToDisplay";</af_comment>
<af_subflags>Flag_1 Flag_2 </af_subflags>

</af>

Now the aggregated flag is created and it can be added as a standard flag on the DMS (see paragraph:10.2: -
Adding a new “flag” -).

4.2.3.1 Example figure 33

<af name="Delta_Eurotherm">

<af_channel>@Delta_Eurotherm = (@Delta_Eurotherm_1 #AND @Delta_Eurotherm_2);</af_channel>
<af_comment>"Eurotherm server could be stuck";</af _comment>
<af_subflags> Delta_Eurotherm_1 Delta_Eurotherm_2 </af_subflags>

</af>

Fig. 33: DMS Level Two. How the Aggregated flag is shown at the second level.
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4.3 Editing server_DMS.php configuration file

The structure of the config file is the following:

<config>
<param>alignment 2 ROWS_HEIGHT(28)</param>
<param>servers 1 ROWS_HEIGHT(28)</param>

<s name="Alignment">

<f>Ali_PR 1 TIMEDELAY (30)</f>

<f>Ali_BS 1 TIMEDELAY/(30)</f>

<f>Ali_NI 1 TIMEDELAY (30)</f>

<f>Ali_NE 1 TIMEDELAY (30)</f>

</s>

<s name="Servers">

<f>olserver.conn 1 GROUP(Olserver) SOUND(302,1,120,
<f>olserver.cm 1 GROUP(Olserver) SOUND(302,1,120,3
<f>olserver.db 1 GROUP(Olserver) SOUND(302,1,120,3
<f>olserver.el 1 GROUP(QOlserver) SOUND(302,1,120,3

<f>olserver.vmm 1 GROUP(Olserver) SOUND(302,1,120,

</s>

;/.config>

30)</f>
0)</f>
0)</f>
0)</f>
30)</f>

4.3.1 How to add a new “Subsystem”

It is the section delimited by the tag <param>; in this section are defined the various subsystems which are

being displayed in the left side of the main page of the DMS, f. i. :Alignment, Servers, ... ; the syntax used to add

a new “Subsystem” is the following:

<param>SubsystemName NumOfRows ROWS_HEIGHT (px)</par

where:

am>

- SubSystemName: is the name of the subsystem (Alignment, Servers, etc...).

- NumOfRow: is the number of the rows of the subsystem. If this number is set to 0 the subsystem is

not shown.

- ROWS_HEIGHT(xx): it specifies the height in pixel of the rows which constitute the subsystem.

4.3.2 How to add a new “flag”

It is the section delimited by the tag <s name="SubsystemName">; the syntax used to add a new “flag” is the

following:
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<s name="SubSystemName">

</s>

<f>FlagName yPos Keyword1(x1,x2,...) Keyword2(x1,x2,... ) ... <If>
<f>FlagName yPos Keyword1(x1,x2,...) Keyword2(x1,x2,... ) ... <If>
<f>FlagName yPos Keyword1(x1,x2,...) Keyword2(x1,x2,... ) ... <If>

where the possible keywords can be:

TIMEDELAY(xxxx) used to set the “Timedelay” filtering;
DEPEND(xxx) used to set the “Depend” filtering;

GROUP(xx) used to set the “Group” filtering;

EMAIL(a, b, ¢, d, x)used to alarm a flag with email notification;
SMS(a, b, ¢, d, x)used to alarm a flag with SMS notification;
SOUND(e, b, c, d)used to alarm a flag with SOUND notification;

Each of the previous keywords has to be separated by blank spaces.

The parameters related to a keyword/functionality are passed as arguments in brackets just after the keyword
name and separated by a comma. This kind of structure makes the system very flexible because in the future a
new feature or new parameters can be added in a modular way. Moreover at the same flag can be associated

more than one feature: a flag can be inside a group, can have both “alarm sound” and “alarm e-mail”, etc...

4.3.3 How to set the “Timedelay” filtering

The syntax used to set the “Timedelay” filtering is the following:

<f> FlagName yPos TIMEDELAY (xx) </f>

where the parameter in the brackets is the time (seconds) before displaying the flag as red.

4.3.3.1 Example figure 11,12

<f>B5_Power 1 TIMEDELAY (30)</f>

4.3.4 How to set the “Depend” filtering

The syntax used to set the “Depend” filtering is the following:
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<f> FlagName yPos DEPEND(xx,xx,..) </f>

where the parameter in the brackets is/are the flag that we supposed by the real cause of the problem.

4.3.4.1 Example figure 13

<f>CoilDrvMode 1 DEPEND(CoilRelay_Server,CanNet.can -eth)</f>

4.3.5 How to set the “Group” filtering

The syntax used to set the “GROUP” filtering is the following:

<f> FlagName yPos GROUP(GroupName) </f>
<f> FlagName yPos GROUP(GroupName) </f>

where the parameter in the brackets is the name of the group.

4.3.5.1 Example figure 14

<f>Laser_Bench 2 GROUP(Laser_Bench) TIMEDELAY(60) ... </f>
<f>Laser_Bench_ALARM 2 GROUP(Laser_Bench) TIMEDELAY (60) ...</f>

4.3.6 How to alarm a “flag”

The syntax to alarm a flag is the following
<f> FlagName yPos EMAIL(a, b, ¢, d, X) SMS(a, b, ¢ , d, X) SOUND(e, b, c, d) </f>

where:
- a:is the recipient (see). There is the possibility to state more than one recipient; each recipient must
be separated by %.
- b:isthe number of times alarm is to be notified.
- c:isthe persistence time.
- d:is the subsequent delay between other notifications.
- x:isan optional parameter and it is additional text to add to the notification message

- e:is the name of the file to be sounded.
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4.3.6.1 Example

<f>NI_CO2_Laser 1 EMAIL(OPERATION_MAIL%TCS_MAIL,1,3  00,60) SMS(OPERATION_SMS,1,300,60)
SOUND(302,1,120,30)</f>

4.3.7 Commented examples

4.3.7.1 Example 1

<s name="Injection">

<f>BMS 4 GROUP(BMS) TIMEDELAY (30)</f>
<f>BMS_FFh_offset 4 GROUP(BMS) EMAIL(OPERATION_MAIL  ,1,3600,60) SOUND(302,1,3600,30)</f>

</s>

In this example are stated two flags which are grouped into the group “BMS”; the group is displayed on the

fourth row of the subsystem “Injection”. The flag “BMS” has applied the Timedelay filtering while the flag

“BMS_FFh_offset” is alarmed by email and by sound.

Fig. 34:: DMS main page. On the main page the group BMS is displayed as a standard flag.

51| The Detector Monitoring System User manual



C.N.R.S I.N.F.N.

Centre National de la Recherche Scientifique Instituto Nazionale di Fisica Nucleare

BMS

25 > mear 5 NFh,10) > -25"
935)

"BMS_error_sign o_the_allowed_range"

Fig. 35: DMS LevelTwo section. At the second level we can see that BMS is actually a group constituted by two flags: BMS
and BMS_FFh_offset.

4.3.7.2 Example 2

<f>CoilDrvMode 2 DEPEND(CoilRelay_Server,CanNet.can -eth) TIMEDELAY (60)</f>

The flag CoilDrvMode has applied the Timedelay filtering and the depend filtering. When the flag CoilDrvMode
becomes red the Timedelay filtering of 60 sec is applied; then, if the flag stays constantly red for 60 sec the

depend filtering is applied. This is in agreement with the diagram block.

4.3.7.3 Example 3

<f>NI_Chiller 1 GROUP(NI_Chiller) EMAIL(OPERATION_M AIL,1,300,60) SOUND(302,1,120,30)</f>
<f>NI_Chiller_ALARM 1 GROUP(NI_Chiller) EMAIL(OPERA TION_MAIL,1,300,60)
SMS(OPERATION_SMS,1,300,60) SOUND(302,1,120,30)</f>
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4.3.7.4 Example 4

<f>PR_LC 1 GROUP(PR_LC) TIMEDELAY (30)</f>
<f>PR_Coil_Current_ALARM 1 GROUP(PR_LC) TIMEDELAY(3  0) EMAIL(OPERATION_MAIL,1,300,60)
SMS(OPERATION_SMS,1,900,60) SOUND(302,1,300,30)</f>

4.4 Managing alarm recipients

The structure of this configuration file is the following:

<e>OPERATION_MAIL email_user_address, email_user_ad dress, ... </e>
<e>OPERATION_SMS SMS@gatewaysms.it,phonenumber@foxb ox</e>
<e>OPERATION_TEST SMS@gatewaysms.it</e>

<e>VACUUM_MAIL email_user_address, email_user_addre Ss, ... </e>
<e>TCS_MAIL email_user_address, email_user_address, ... <le>

Each of these recipients can contain only users to be notified by mail or only users to be notified by SMS

4.4.1 Recipient for email notification

The syntax to define a recipient for email notification is the following:

<e> RecipientName_1 email_address, email_address, email_address </e>
<e> RecipientName_2 email_address, email_address, email_address </e>

4.4.1.1 Example:

<e>OPERATION_MAIL aaaaa@xxx.it, bbbbb@yyy.fr,.... < le>
<e>VACUUM_MAIL cccc@zzz.it,....</e>

4.4.2 Recipient for SMS notification

The syntax to define a recipient for SMS notification is the following:
<e>RecipientName_1 SMS@gatewaysms.it, phonenumber@foxbox</e>

<e>RecipientName_2 SMS@gatewaysms.it, phonenumber@foxbox </e>
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4.4.2.1 Example:

<e>OPERATION_SMS phonenumberl@foxbox, phonenumber2@ foxbox, </e>
<e>VACUUM_SMS phonenumber3@foxbox </e>
<e>CONDITIONING_SMS phonenumber4@foxbox </e>
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